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Set up the DOSBox debugger

First off, you will need a DOSBox version that is compiled with the built-in debugger. If you are
using Windows and don’'t want to compile it yourself, you can grab the latest version of the DOSBox
debugger from http://www.vogons.org/viewtopic.php?t=7323. The unpacking target of my choice is

Omniscent, one of the most impressive 4kb DOS intros that exist. It uses a custom packer to
compress the executable. | wanted to have the unpacked version of this intro and compare how the

common DOS executable packer compress this file. This tutorial works for both . com and . exe files.

Start DOSBox but do not run your targeted executable yet. Enter DEBUG followed by the name of
your executable that you want to unpack and press Return. It seems like the DOSBox Debugger
has a bug that causes the window to not refresh itself after trapping into the program. Click into the

Debugger window and press a key like Space to refresh the window. Your screen looks now like this:

https://www.codejuggle.dj/unpack-dos-binaries-dosbox-debugger/ 117


https://www.codejuggle.dj/
https://www.codejuggle.dj/feed/
https://www.codejuggle.dj/category/uncategorized/
http://www.dosbox.com/
http://www.vogons.org/viewtopic.php?t=7323
http://www.pouet.net/prod.php?which=482

13.08.2016 Unpack packed DOS binaries with DOSBox debugger - codejuggle

3] 00380 Debugga emmmm—

EAX=-A0AAAAAA ESI-A000A1HA DS=A1FE ES=H1FE FS =A808 GS =808 S8=A1FE Real
EBX =AAAAAAAA EDI-=-BAABWFFFE CS=A1FE EIP=A0BAA18A CA ZA SA 0@ A6 PA DA 11 TA@
ECH=AAAAAAFF EBP-B088A71C I0PL3 CPLA
EDX=AAAAA1LFE ESP=-BHAHWFFFE 173198842

ABAA : BBRA
ABEA: 86168
ABEa: ez e
ABEa:86308
AB@aa : 48
ABEA: BE% 6
ABEa: 806 B
A6B0a: 8e7e
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14536: UGA:h total 18H end 8B bhlank (80-98) retrace (BL-97>

Lelcome to DOSBox 0. 74

For a short introduction for new users type: INTRO
For supported shell commands type: HELP

To ad just the emulated CPU speed, use ctrl-F11 and ctrl-F1Z.
To activate the keymapper ctrl-F1.
For more information read the README file in the DOSBox directory.

Press alt-Pause to enter the debugger or start the exe with DEBUG.

HAUE FUN?
The DOSBox Team http:- wad.dosbox.com

Z:5ySET BLASTER=AZZ0 17 D1 HS To

Z:\>MOUNT C "."
Drive C is mounted as local directory .N

AR B

C:5>DEBUG SNC_DMNI.COM_

The normal DOS executable unpacking stub first copies itself plus the packed data to a higher
memory location. It then starts to unpack the data to the address space where to execution started.
As aresult, the memory location will now contain the unpacked code with the Original Entry Point

(OEP) of the real program. After the unpacking is done, the stub jumps back to the address of the
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first executed instruction and starts the execution of the real program. This behaviour can be used

as a quite easy method to unpack the packed executable now.

Debug the target program

Enter the command BP CS:IPto setabreakpoint atthe currentinstruction. Execute the current
instruction with the F11 key and press F5 to continue the normal execution. After a short time the
debugger breaks again at the starting address 9100. Finally the execution stopped at OEP before

the first instruction of the unpacked program executes.

Dump the program at OEP

Enter the command MEMDUMPBIN CS:IP 60000 and press Return. The unpacked program should
have been saved into the current directory now. The last parameter of the command is the number
of bytes to dump and can be adjusted for larger programs. Your debugger window should look like
this now:
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EAX =AEAHEA1 BA
EBX =HA8A1 2ZFF
ECH =A0807084
EDX =HA80A1 BA

HEEE - BEE
BEEE - 616
HEEE - @826
BEEE - @636
HEEE - A8468
BEEE - aEs5 6
BEEE - 886 8
BaEE - 8878

BiFE:-@182
B1iFE-@184
BiFE-@187
B1FE:-@18A
B1iFE-@16B
B1iFE:-018E
B1FE-818F
BiFE:=@112
B1iFE:-@115

ES1=-A0B011804
EDI =AABA13AE
ERP=-ABBADAAA
ESP=AABAFFFE

DE=A3FE
CE=A1FE

Mo
mov di,.4248
add ax.1800
stosw
add ax.1800
stosw
add ax.18860
mov ox,.B08814
stosw

ES=81FE
EIP-A888H18@ CA Z1 5@ 0@

F& =000
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GE =0868

138889229
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S8=A1FE Heal

A8 P1 DA 11 TA

I0PL3 CPLA
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e B%gggg: UGA:h total B.83178 (31 .4YkH=> blank{B@.02542-8.83114> retrace(B.B27A
~H.
14536: UGA:v total 14.26886 C(78.A7?H=> hlank<12_93341-14.84562> retracell3.f
223813 .15585>
14536: UGA:Width 648, Height 4868, fps 7A.@86592
14536: UGA:normal width, normal height aspect 1.B0000HA
11847386 EXEC:Parzing command line: DEBUG SHC_OMNI .COM
11847389 : EXEC:Execute Z:“DEBUG.COM @
11847382?: FILES:file open command B file Z:~DEBUG.COM

DEBUG: Memory dump binary

Rename the file MEMDUMP .BIN to . comor . exe depending on your program type. You can use a hex-
editor to remove zero-bytes at the end of the program. Run the renamed executable to see if the

unpacking worked. For my unpacking example, the DOS screen is now full of awesomeness:

This unpacking method should work on DOS packers such as 624 and UPX.
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e Converting a DOS intro to JavaScript/HTML5
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